HEXNE|7[ALF

Chaf: TR

k7= e

A

oh) 7l Wy oiy|

SHA|

* Kk

f(Reconnaissance) —> A7 (Scanning) —

£l = (Exploitation) —

Z4 gl
 —

24 (Vulnerability Assessment) — &

M&/LHE 0| S5 (Post-Exploitation) — =2 11(Reporting)

ol
o

CH-&ro| =of el IP CH

HE HAM=

L|c}.

LICH o =4 HAMM= &

ot

SEEE

= AP g

TEA ol M

ot

AP0l AT
Engagement) LHO| ATt =8 =|0{OF SFL|C}.

—
—

0, 2= CH

~
(=]

12 M /224 /82 11, Rules of Engagement, Scope

OFX
==

/270 /F

SESy

il
~


file:///tmp/CS-study/network-security-practice-interview/index.html
file:///tmp/CS-study/network-security-practice-interview/units/unit03-security-fundamentals.html
file:///tmp/CS-study/network-security-practice-interview/units/unit05-security-monitoring-practice.html

M. *okk

R=Z{%PS
%5

.I

A
=

ISssance

(Reconna

M

Q2

ar

x|l o

of

|Ag

oA

Reconnaissance)2 |

ive

(Pass

(Active

t71 o

o)

o| o| & B«

At
(<]

MH
0

10

Al
o
od
o
w.____
ull
0lo

iy
o

A

H

Mo

PN |
S|

Hlof

A

Reconnaissance)2 CHAf A|

7tsdo]

=l
=

StHO[LE IDSO]| B X

ZHO|L} MH|A B &

<l

L|C}.

=

=

[}

=

=

M

A
—

=1

o

—

—

2 "o{ot

=
=

o

Jg! =~
15IMI 2. *x %

MO
= o

| LA M B S S

21 7/ WHOIS, DNS 274, OSINT, ZE AZH, HjLq 124
(Assessment)?2| X|0|E

t

a1
|

KE

iy

AFfL{o| ZD}

o
—

ol
Kl
K|0
<
B
110
o

1l

i
oF
<H

o
=

110
Klo
Ra
KI

Kl

il

ol

00

iy
)

Y
r

0
4

4

ol

27| mhetsta, 2

F &9, e s fM4ERI(CVSS),

=1

=
S

2 7 CVE, 2E/0IE, Xt

t

a1
|



Q4. OWASP Top 102| JHE Dl CHEMOI XM S8 o JIX| 2

JHE oA MTESIM . A A *

Cfoh OWASP Top 102 2 0 Z2(3 0| Mol A 2A5He CHEX 0 2ot £[ofR 8
FI|HMe = Me|o| dHSH= HFLIE| 7|8t 7I0|EE, JHEXet 2ot BRI M
o= FZolof & F|oH RS ofsts ol da| #8ELich tiENQl REe

2= APEX U LS M2 ZEB5HA| ot H|O|EH|o| A FE2[7F Z2E= 2IFM
(Injection, of: SQL Injection), 2| & 0| X|0f| &t AFZIEZ AQISH CIE AR
Xto| HetR Moo A8 = 5= XSS(Cross-Site Scripting), &2 Ast S

O| O|&sH QUTt=|X| 242 AtRIo| M2 Tts8h 25t H 2 K| o{(Broken Access

Control), 12|10 U2 Zl F2UE0| U=

gat= 2x| 50| UHLICH o] 22 EF F[Ho| Zxfj ofEECH= g2 o
H

QeEfE AZELQ0| HEHEE O E At
U q
AM BX[7] #2

ot 7| D2 E O3li5h= | 2 2|27t USL|EL

& 7HE SQL Injection, XSS, Broken Access Control, 127 HAS, A|R0{ =
=

o

Q5. SQL 2/AM SZof Fe|2t 2ol HEHS dHSIMEI. *xx

Bt SQL MM 2 o ZE|7H[0|d 0] AL AL L= AE 810] 2= SQL # 2|
EAIEO Zetsl Ae ml, SAXIF UL SQL FE LR (s HE, =] ALt
A S)E HUsh Eeh #2|2| 2fo|E =Ash= SHYULILE 0| & Safl 218 22/, 5]
el7t |, CllO|Bf HZ=-A1H| S0| 7hSHHE & UsLIEL Z2EX QI o] 2

in}
=)
i
B
tol

7
2 ArEAL LEHE FHel EAEA HE 0] Z 0] K|

=
Ao|, FIHH o2 UL HB(3I0|EZ|AE HA]), T O[E{H| 0| A A F 2| F

ol

4y 10
H
I

A A8 204, WAFS S5 B RITIS S LIt

Ju
N
o

22 7 Prepared Statement, ¢! =, WAF, =& A3t DB A A, Blind

SQL Injection



Q6. XSS(Cross-Site Scripting) =242 F&(X&&/HiALE/
DOM 7[2hE dHSM K. **x*

re
g A
0zt

Si(Stored) XSS= SZX7F &IUSH ot AFEETH AAE 2, S2X
| 7 MEE0 0| 1 H|0|X|E EEol=s 2= ArEANA == &
15l Hel7t 7t E &Lt 2t (Reflected) XSS= otd A3 EEIEH

AFE Rt =S 726, ME7F D 2F 242 Oti2 SE H o[ X[o

N> U oo
0 >
HU
El

C
po)

L

o
i
u
OII

HHAd e I SA| A== ZAL|Ct. DOM 7|2(DOM-based) XSS= AMHE A
XX 2210 22I0[HE F XHHIAIZEEIL ALEA 2 E It 2 DOMO|| HHHE <t mf
S BILICH S S X Q1 2o S 2 ALSAL =2 3HHo| £2517| X0l HTML 2l
FO|AA 0| = XME|)E HETl= Ao|0q, FIt= 7|0l HttpOnly M2 £0]
3l ATEEE E5 7| EfF E 2X|5t121 CSP(Content Security Policy) =
AT E AY HY E XSt ot

23 7 M A /HiAtel/DOM Z(dt, HTML 213d, HttpOnly, CSP, MM 7| &
#

Q7. SlOo|E&fA, SEEMA, T2 0[HA B|AE Q| X[0|E A HSHA|

2. %%
ctot 2aidiA(Black-box) E| A E = E|AE{ 7} CHAF A|AEI| CHEE AFN HE(AA
TE, LR 7= S)E 5] MSEUX| 211 2|7 SHAXe| HFA 2= HAl2
2, 4H 34 M2 7HE FABH S = /X A|ZH0| 22 ZELICH SH0|E
dtA(White-box) E =, E L M2
= AN
_'_ -

Ct 20|t A(Gray-box) H|AE = 2 HE(0f: et AFZ X} A H)Ot | Z 8o}
Xt dE5E Aoz AMZRoAMe A2t HE 88 1aal| 20|t ghal
O| X}== XHE4ElL|C}

ZHE JHE LR E NS Hel, SAX - A== 0|M, HAE 28d, 247 E

2|5/, AE 7B HAE



Q8. 7Z|% 5{{Z(Ethical Hacking)2| & 2[2t HA 72X StAH|of
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